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What is HTTP request smuggling?

HTTP request smuggling abuses a disagreement between two servers in a chain, typically a front-end
proxy or load balancer and a back-end server, about how to determine the length of an HTTP request.
By crafting a request with conflicting Content-Length and Transfer-Encoding headers, an attacker
can make one server see one request while the other sees two, smuggling a hidden request that gets
prepended to the next user's traffic. Consequences include request hijacking, web cache poisoning,
and bypassing front-end security controls.

= HOW IT WORKS = HOW TO DEFEND
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Find the parsing gap before an attacker does.
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