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What is oracle manipulation?

Oracle manipulation is an attack where an adversary distorts the price data a smart contract relies
on, so the contract makes decisions on a false price, for example valuing collateral far too high and
lending against it. The classic case is a protocol using the spot price of a low-liquidity DEX pool as
its oracle: an attacker (often with a flash loan) trades to move that price, exploits the contract at
the wrong valuation, and profits. The fix is robust oracles: decentralized feeds and time-weighted
averages.

= HOW IT WORKS = HOW TO DEFEND

21 How it works and example Use decentralized oracle networks

The standard pattern, often funded by a flash loan: with multiple independent sources for

critical prices.
1. The target protocol prices an asset from a single

DEX pool’s spot price. 2. The attacker makes a Use time-weighted average prices
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interact with the target: borrow far more than

their collateral is truly worth, or mint/redeem
at the distorted rate. 4. They reverse the swap
(and repay the flash loan), keeping the profit; the

protocol is left undercollateralized.

Many of the largest DeFi losses are oracle
manipulations. Documented for defensive

context.

NEVER TRUST A SPOT PRICE

A single pool’s spot price is cheap to move

for one transaction. Critical accounting must use
manipulation-resistant prices, decentralized oracle
networks or time-weighted averages (TWAP), not an
instantaneous on-chain quote.

Get your smart contracts audited before they go on-chain.

Aggregate multiple sources and
sanity-check against deviation
thresholds.

Avoid reading price from a single,
low-liquidity pool entirely.

Audit the economics: assume the
attacker can move any on-chain spot
price they read.
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