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What is an access control flaw?
An access control vulnerability in a smart contract is a privileged function that fails to verify the 
caller, so anyone can call something only an owner or admin should, minting tokens, withdrawing 
funds, changing critical parameters, or taking ownership. Causes include a missing modifier, a wrong 
check, an unprotected initializer, or a public function that should be internal. Because every function 
is callable by anyone on-chain, an unguarded sensitive function is directly exploitable. The fix is 
consistent, correct authorization on every privileged path.

H O W  I T  W O R K S

01 How it works and example
A mint function missing its restriction:

function mint(address to, uint amount) public {  // no 
access control
  _mint(to, amount);
}

Anyone calls mint and creates unlimited tokens 

for themselves. Other common cases:

· An unprotected `initialize()` on an upgradeable 

contract, an attacker calls it to become owner.

· A selfdestruct or withdraw left public.

· Ownership transfer with a flawed check.

The attacker simply invokes the function directly. 

Documented for defensive context.

E V E R Y T H I N G  I S  C A L L A B L E

There is no "internal-only by being obscure" on-chain, 
every public/external function is reachable by anyone. 
A sensitive function without an explicit, correct 
authorization check is effectively public.

H O W  T O  D E F E N D

· Add authorization to every privileged 

function (an onlyOwner/role modifier), 

and verify the check is correct, not just 

present.

· Protect initializers on upgradeable 

contracts so they can be called only 

once, by the deployer.

· Use a vetted access-control library 

(role-based access control) rather than 

ad-hoc checks.

· Make functions `internal`/`private` 

when they should not be externally 

callable.

· Audit the full permission model and 

test that restricted functions reject 

unauthorized callers.
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Get your smart contracts audited before they go on-chain.
securelayer7.net/learn/smart-contract-security/what-is-an-access-control-vulnerability
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