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What is PATH hijacking?
PATH hijacking is privilege escalation that exploits how Linux finds executables. When a privileged 
program (a SUID binary, a sudo-allowed command, or a root cron job) calls another command by 
name rather than by full path, the system searches the directories in the PATH variable in order. If an 
attacker can put a malicious binary of that name in a directory searched first, the privileged program 
runs the attacker’s code with its privileges. The fix is using absolute paths in privileged programs.

H O W  I T  W O R K S

01 The abuse and payload
The attacker finds a privileged program that calls 

a binary by name, then hijacks the lookup:

· Identify a SUID binary or sudo command that 

runs another command relatively (inspect with 

strings/ltrace).

· Create a malicious binary named like the called 

command: echo '/bin/bash -p' > /tmp/service 
&& chmod +x /tmp/service

· Put the attacker directory first in PATH and run 

the privileged program: export PATH=/tmp:$PATH 

then trigger it.

· The privileged program finds /tmp/service first 

and runs the attacker’s shell as root.

Documented techniques shown for defenders.

T H E  R O O T  C A U S E

PATH hijacking only works when a privileged program 
calls a command by name. Using absolute paths (-
/usr/sbin/service) in privileged programs removes 
it entirely.

H O W  T O  D E F E N D

· Use absolute paths for every command 

inside SUID binaries, sudo-allowed 

scripts, and root cron jobs.

· Set a safe, fixed PATH in privileged 

scripts rather than inheriting the 

user’s.

· Use `secure_path` in sudoers so sudo 

ignores the user’s PATH.

· Avoid writable directories early in 

PATH, and never put . (current 

directory) in PATH.

· Review privileged programs for 

relative command calls.
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