
SecureLayer7 PRIVILEGE ESCALATION

What are Windows privileges?
Windows privileges are named rights carried in a user’s access token that allow specific powerful 
actions, separate from file permissions. Several are effectively a path to SYSTEM: SeImpersonate 
(impersonate tokens, used by Potato attacks), SeBackup/SeRestore (read or write any file, so dump 
the SAM and hives), SeDebug (open any process, including LSASS), SeTakeOwnership (take ownership 
of any object), and SeLoadDriver. The first check on a Windows host is whoami /priv to see which 
dangerous privileges the token holds.

H O W  I T  W O R K S

01 The dangerous privileges and payload
The attacker lists token privileges and abuses any 

powerful one:

· List: whoami /priv

· SeImpersonatePrivilege: run a Potato attack to 

get SYSTEM.

· SeBackupPrivilege: read protected files, for 

example copy the SAM and SYSTEM hives, 

then dump hashes offline: reg save HKLM\SAM 

sam.hive and reg save HKLM\SYSTEM system.hive 

then secretsdump.py -sam sam.hive -system 

system.hive LOCAL.

· SeDebugPrivilege: open and dump LSASS to 

harvest credentials.

· SeRestore / SeTakeOwnership: overwrite or take 

ownership of protected files and binaries to 

plant code.

Documented techniques shown for defenders.

W H O A M I  / P R I V  F I R S T

On any Windows host, whoami /priv reveals the 
token’s privileges. SeImpersonate, SeBackup, SeRestore, 
SeDebug, SeTakeOwnership, and SeLoadDriver are the 
ones that lead to SYSTEM.

H O W  T O  D E F E N D

· Grant powerful privileges only to 

accounts that genuinely need them, 

following least privilege.

· Review who holds SeImpersonate, 

SeBackup, SeRestore, SeDebug, 

SeTakeOwnership, and SeLoadDriver.

· Use managed/virtual service accounts 

with minimal rights.

· Protect LSASS (Credential Guard) so 

SeDebug abuse yields less.

· Audit token privileges across the estate 

and monitor for their use.
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Find the privilege-escalation paths before an attacker does.
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