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What is the Startup folder?
The Startup folder is a Windows directory whose contents (usually shortcuts) are launched 
automatically when a user logs in. Each user has one, and there is an all-users one. Attackers drop 
a shortcut or executable pointing at their payload, and it runs at every logon, requiring no admin for 
the per-user folder. It is one of the oldest and simplest persistence methods, easy to set and easy to 
inspect. It maps to MITRE T1547.001.

H O W  I T  W O R K S

01 The technique and payload
The attacker drops a launcher into the Startup 

folder:

· Copy a payload or a .lnk shortcut into 

shell:startup (per-user, no admin) or the 

common Startup folder (all users, admin).

· The shortcut can point at the payload, a script, or 

a LOLBIN that fetches and runs it.

· It executes at the next (and every) logon for that 

user.

It is trivial to set up and needs no special privilege 

for the per-user folder. Documented for defensive 

context.

N O  A D M I N ,  V E R Y  V I S I B L E

The Startup folder needs no admin for per-user 
persistence, but it is also highly visible, just files in a 
known directory. Attackers use it for quick footholds 
and pair it with stealthier methods.

H O W  T O  D E F E N D

· Monitor the Startup folders (per-user 

and common) for new files and 

shortcuts.

· Baseline legitimate startup items 

so additions stand out (autoruns 

enumerates them).

· Use application allow-listing so a 

dropped payload cannot execute.

· Inspect shortcut targets, attackers 

hide LOLBINs and scripts behind 

innocent-looking .lnk files.

· Limit local admin to block the all-users 

Startup folder.
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