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What is PsExec?

PsExec is a tool that executes commands on a remote Windows machine over SMB (port 445) by
uploading a service binary to the ADMINS$ share, creating and starting a service, and relaying

input and output over a named pipe. Built as a legitimate Sysinternals admin tool, itis also a
favourite lateral-movement technique: with valid credentials or a stolen NTLM hash, an attacker runs
commands on another host, frequently as SYSTEM. Impacket’s psexec.py is the common offensive

version.
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PsExec requires the account to be a local administrator
on the target (to write ADMINS$ and create a service).
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Find the lateral-movement paths before an attacker does.
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