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What is port forwarding?

Port forwarding relays traffic for a single port from one machine to another, commonly through a
compromised pivot host so an attacker can reach an internal service they cannot connect to directly.
There are three directions: local (open a port on your side that maps to an internal service), remote
(open a port on the pivot that maps back to you), and dynamic (a SOCKS proxy for any destination).
It is the basic building block of network pivoting.
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Find the lateral-movement paths before an attacker does.
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