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What is network pivoting?
Network pivoting is using a compromised host as a relay to reach systems the attacker cannot connect 
to directly, typically an internal network segment behind the first machine. It is built from port 
forwarding, SOCKS proxies, and tunneling tools (SSH, chisel, ligolo-ng) that route the attacker’s traffic 
through the foothold. Pivoting turns a single compromised, internet-facing box into a doorway onto 
the whole internal network, which is why segmentation and egress control matter.

H O W  I T  W O R K S

01 How it works: forwarding, proxies, tunnels
Pivoting is assembled from a few building blocks, 

each with its own page:

· Port forwarding: relay one port from the 

attacker, through the pivot, to one internal 

service.

· SSH tunneling: local, remote, and dynamic 

forwards over SSH, the most common manual 

method.

· SOCKS proxies and proxychains: route any tool 

through the pivot, not just one port.

· chisel and ligolo-ng: purpose-built tunneling 

tools for pivoting over HTTP or a virtual 

interface.

02 Why it matters
A single exposed host with weak internal 

segmentation can expose the entire internal 

network. Pivoting is what converts "they popped 

one server" into "they can reach the database, the 

file shares, and the domain."

It also helps attackers evade controls: traffic 

to internal systems originates from a trusted 

internal host, not a suspicious external IP.

S E G M E N T A T I O N  I S  T H E  A N S W E R

Pivoting works because the compromised host can reach 
internal systems. Network segmentation and strict 
egress filtering shrink what a single pivot can touch, 
which is the most effective defence.
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