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What is a shadow copy attack?
A Volume Shadow Copy attack abuses Windows VSS, the snapshot feature behind backups, to copy 
files that are locked while Windows runs, most importantly NTDS.dit (the Active Directory database) 
and the SAM/SYSTEM hives. With admin rights an attacker creates a shadow copy and reads those 
files from the snapshot, then extracts every domain hash offline. It is a classic way to dump a Domain 
Controller’s entire credential store without touching the live, locked files.

H O W  I T  W O R K S

01 The attack and payload
On a Domain Controller (or any host), with admin 

rights:

· Create a shadow copy: vssadmin create shadow 
/for=C:

· Copy the locked files from the snapshot: 

NTDS.dit and SYSTEM (and SAM).

· Extract every domain account’s NT hash offline: 
secretsdump.py -ntds ntds.dit -system 

system.hiv LOCAL.

The result is the entire domain’s password hashes, 

including krbtgt. Built-in tools like ntdsutil and 

diskshadow do the same. Documented techniques 

shown for defenders.

C O P Y  W H A T  I S  L O C K E D

VSS lets an attacker copy NTDS.dit and the hives even 
though Windows locks them. On a DC that is the whole 
domain’s credentials in one move, using only built-in 
tools.

H O W  T O  D E F E N D

· Tightly restrict Domain Controller 

access: only Domain Admins should 

log in, and that group should be tiny.

· Monitor for `vssadmin`, `ntdsutil`, and 

`diskshadow` use and shadow-copy 

creation on DCs.

· Detect NTDS.dit and hive reads and 

copies off the DC.

· Limit local admin broadly so the 

technique is unavailable on member 

hosts.

· Rotate 

[krbtgt](/learn/active-directory/what-is-krbtgt) 

if a DC dump is suspected.
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Find the exposed credentials before an attacker does.
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