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What is GitHub App token abuse?
A GitHub App installation can mint short-lived access tokens scoped to a repository's granted 
permissions. An attacker who compromises the App's private key or a runner that carries the 
installation mints fresh tokens with scopes like contents:write and pull_requests:write, then reads 
private repositories, pushes code, or opens malicious pull requests. Defend by protecting the App 
key, minimising installation scopes, and monitoring token minting.

H O W  I T  W O R K S

01 How it works and example
The attacker obtains the App's private key 

or lands on a CI runner that already holds 

the installation, then mints fresh installation 

tokens with write scopes. With contents:write and 

pull_requests:write they list internal repositories, 

read source for infrastructure details, push code, 

and open pull requests to trigger pipelines, as seen 

in a 2026 supply-chain intrusion.
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Find the exposed credentials before an attacker does.
securelayer7.net/learn/credential-access/github-app-token-abuse

Open online

SECURELAYER7  ·  OFFENSIVE SECURITY SECURELAYER7.NET/LEARN

https://securelayer7.net/learn/credential-access/github-app-token-abuse
https://securelayer7.net/learn/credential-access/github-app-token-abuse

