
SecureLayer7 CREDENTIAL ACCESS

Credential access, in plain terms.
Credential access is the engine of lateral movement: harvest a password, hash, or ticket on one host, 
reuse it on the next. This section breaks the Windows credential stores (SAM, DPAPI, LSA secrets, 
cached domain credentials, Credential Manager), the Linux and network angles (/etc/shadow, LLMNR 
poisoning), and cracking (Hashcat, John) into plain-language explainers, each ending with how a 
penetration test finds the exposure in your environment.

H O W  I T  W O R K S

01 Key terms explained
Plain-language definitions of the credential stores 

and techniques behind credential theft. Each page 

covers what it is, the attack, the payload, and how 

to defend.

Windows credential stores

· What is the SAM database?

· What is DPAPI?

· What are LSA secrets?

· What are cached domain credentials?

· What is Windows Credential Manager?

· What is a Volume Shadow Copy attack?

· What is an NT hash?

· What is browser credential theft?

Linux, network and cracking

· What is /etc/shadow?

· What is LLMNR poisoning?

· What is Hashcat?

· What is John the Ripper?

· What are unsecured credentials?

Related (Active Directory)

· What is LSASS?

· What is Mimikatz?

· Pass-the-Hash

· DCSync, Golden and Silver tickets

S O U R C E S

[1] MITRE ATT&CK: Credential Access 
(TA0006)

[2] MITRE ATT&CK: OS Credential Dumping 
(T1003)

[3] NIST SP 800-63B Digital Identity Guidelines

SECURELAYER7  ·  OFFENSIVE SECURITY SECURELAYER7.NET/LEARN

https://securelayer7.net/learn/credential-access/what-is-the-sam-database
https://securelayer7.net/learn/credential-access/what-is-dpapi
https://securelayer7.net/learn/credential-access/what-are-lsa-secrets
https://securelayer7.net/learn/credential-access/what-are-cached-domain-credentials
https://securelayer7.net/learn/credential-access/what-is-windows-credential-manager
https://securelayer7.net/learn/credential-access/what-is-a-volume-shadow-copy-attack
https://securelayer7.net/learn/credential-access/what-is-an-nt-hash
https://securelayer7.net/learn/credential-access/what-is-browser-credential-theft
https://securelayer7.net/learn/credential-access/what-is-etc-shadow
https://securelayer7.net/learn/credential-access/what-is-llmnr-poisoning
https://securelayer7.net/learn/credential-access/what-is-hashcat
https://securelayer7.net/learn/credential-access/what-is-john-the-ripper
https://securelayer7.net/learn/credential-access/what-are-unsecured-credentials
https://securelayer7.net/learn/active-directory/what-is-lsass
https://securelayer7.net/learn/active-directory/what-is-mimikatz
https://securelayer7.net/learn/active-directory/what-is-pass-the-hash
https://securelayer7.net/learn/active-directory/dcsync-golden-silver-tickets
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· What is GitHub App Token Abuse?: A GitHub App 

installation mints short-lived tokens scoped to a 

repo's permissions. Comprom

· What is JWT Signing Key Theft?: Steal the private 

key an identity provider uses to sign JSON Web 

Tokens, and you can mint

02 How to read this section
The pages follow how an attacker collects 

credentials and reuses them.

· Foundations first: credential access and 

credential dumping.

· Windows credential stores: where Windows 

keeps secrets (SAM, DPAPI, LSA secrets, cached 

domain credentials, Credential Manager) and 

how each is extracted, plus the NT hash format 

and shadow-copy theft.

· Linux, network and cracking: /etc/shadow, 

capturing hashes on the wire with LLMNR 

poisoning, and cracking them with Hashcat and 

John.

· Related: the Active Directory credential pages 

(LSASS, Mimikatz, Pass-the-Hash, DCSync) that 

pair with this section.

Each explainer ends with how a penetration test 

confirms the exposure in your own environment.

Find the exposed credentials before an attacker does.
securelayer7.net/learn/credential-access

Open online
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https://securelayer7.net/learn/credential-access/github-app-token-abuse
https://securelayer7.net/learn/credential-access/jwt-signing-key-theft
https://securelayer7.net/learn/credential-access
https://securelayer7.net/learn/credential-access

