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What is host namespace sharing?
Host namespace sharing is running a container with flags like `--pid=host`, `--net=host`, or 
`--ipc=host` (or the Kubernetes equivalents hostPID, hostNetwork, hostIPC), which place the container in 
the host’s namespace instead of its own. That removes a layer of isolation: with hostPID the container 
sees and can signal host processes (and read their memory), with hostNetwork it shares the host’s 
network and local services. Each shared namespace is a direct path toward host compromise.

H O W  I T  W O R K S

01 What each shared namespace exposes
Each flag opens a different door:

· `--pid=host`: the container sees all host 

processes. With the right capability it can read 

their memory (secrets, tokens) via /proc/<pid>/ 

or inject into them, and nsenter can drop into the 

host.

· `--net=host`: the container shares the host 

network, reaching services bound to localhost 

(databases, the kubelet, cloud metadata) that 

were never meant to be exposed.

· `--ipc=host`: shared memory access to host and 

other containers.

Documented techniques shown for defenders.

E A C H  S H A R E  R E M O V E S  A  W A L L

Namespaces are what isolation is *made of*. Every 
host* namespace you share removes one of those walls, 
and combined with a capability it often leads straight 
to a host escape.

H O W  T O  D E F E N D

· Do not set `hostPID`, `hostNetwork`, or 

`hostIPC` on application workloads.

· Block them with Pod Security 

Standards (restricted) and admission 

control in Kubernetes.

· Audit compose files and manifests for 

--pid=host / network_mode: host and 

the pod-spec equivalents.

· Bind host services to specific 

interfaces, not 0.0.0.0, so hostNetwork 

exposure is limited.

· Combine with dropping capabilities so 

a shared namespace is less useful to an 

attacker.
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Find the container escape paths before an attacker does.
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