
SecureLayer7 CLOUD SECURITY

What is Kubernetes TokenRequest 
abuse?
The Kubernetes TokenRequest API mints short-lived, scoped service-account tokens on demand. 
An attacker who compromises a pod or identity that can call it can request fresh tokens for other 
service accounts, for example a CSI driver, extending access and evading detection that watches for 
static, long-lived tokens. Defend by scoping TokenRequest permissions tightly and monitoring token 
minting.

H O W  I T  W O R K S

01 How it works and example
An attacker who takes over a pod identity that 

can call TokenRequest, such as a CSI driver 

pod, uses it to mint fresh tokens for privileged 

service accounts. The new tokens are valid and 

short-lived, so credential-theft detection tuned for 

static secrets does not flag them, and the attacker 

refreshes access as needed. This was part of a 2026 

machine-speed Kubernetes intrusion.
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