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What is Kubernetes node impersonation?
Kubernetes node impersonation is authenticating to the cluster API as a node the attacker does not 
own. On EKS this is done by wrapping stolen AWS caller identity into a k8s-aws-v1 bearer token via the 
AWS IAM authenticator, so the attacker is treated as that EC2 node. A node identity can read secrets 
projected to its pods and expand access from there. Defend with IMDS hardening, IAM least privilege, 
and node-authorization controls.

H O W  I T  W O R K S

01 How it works and example
The attacker first steals EC2 instance-role 

credentials, usually from the metadata service. 

They then build a presigned AWS caller-identity 

request and wrap it as a k8s-aws-v1 bearer token, 

which the cluster accepts as the node's identity. 

Authenticated as the node, they read the secrets 

and tokens projected into that node's pods and 

pivot deeper, as seen in a 2026 cluster intrusion.
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