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What is payload splitting?

Payload splitting breaks a blocked request into pieces that each look harmless, then asks the model
to concatenate them and act on the result. A filter that inspects the visible input sees only benign
fragments, while the model assembles the real instruction. It is a smuggling technique closely related
to token smuggling and obfuscation. The defence is to evaluate the assembled, resolved text rather
than the raw fragments.
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content only exists after the model joins the
Parseltongue, text transform and

pieces, static inspection of the prompt never sees promptcrafting tool

it. The same trick is used to smuggle instructions

into RAG documents and agent inputs, where

fragments can be spread across a page or a file.

Test whether your Al guardrails survive real attacks.
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