
SecureLayer7 AI SECURITY

What is MCP tool poisoning?
MCP tool poisoning is an attack on the Model Context Protocol, the standard that lets AI 
agents connect to external tools and data. The tool definitions an MCP server advertises (names, 
descriptions, parameters) are fed straight into the model's context, so a malicious or compromised 
server can embed hidden instructions there, a form of indirect prompt injection combined with 
excessive agency. The agent follows them: exfiltrating data, calling other tools, or shadowing 
legitimate ones. Defend by treating MCP servers as untrusted, pinning and reviewing tool definitions, 
and constraining what the agent can do.

H O W  I T  W O R K S

01 How the attack works
A malicious MCP server, or a legitimate one that 

has been compromised or updated, advertises 

a tool whose description contains hidden 

directives: read a local file and pass its contents 

as a parameter, call a different tool first, or 

ignore the user and follow the server. Because 

the agent trusts tool descriptions and often has 

file, network, or shell tools available, the payload 

runs with the agent's privileges. Variants include 

shadowing a trusted tool's name, and changing a 

description after the user first approved it, a rug 

pull. Shown for defensive testing.
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Test your AI application before an attacker does.
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