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What is an Al coding assistant supply

chain attack?

An Al coding assistant supply chain attack targets the tools and inputs that generate code for your

developers: the assistant’s extensions and connectors, the packages it recommends, the context it
retrieves, and the data it was trained on. Because developers tend to trust AI suggestions, a poisoned

dependency name, a malicious extension, or a manipulated context source can push insecure

or backdoored code into many projects at once. The defenses are to treat Al-suggested code and
dependencies as untrusted until verified, lock down the assistant’s toolchain, and keep a human

review gate.

= HOW IT WORKS

21 How the attack works

The vectors build on classic supply-chain attacks
and add Al-specific ones:

Slopsquatting: register a malicious package with
a name that models tend to hallucinate or
recommend, so developers install it on the
assistant’s advice.

Poisoned suggestions: steer the assistant into
emitting insecure or backdoored patterns.

Malicious extensions and connectors: a
compromised assistant plugin or MCP server
that runs with the developer’s access.

Context and retrieval poisoning: tamper with
the repository files or docs the assistant reads for
context.

Upstream data poisoning of the training set.

One poisoned input scales to everyone who trusts
the output.

22 Why it is dangerous

Two things make this high-leverage. First,
developers move fast and trust Al output, so

a single bad suggestion or dependency lands

in many repositories before anyone checks it.
Second, code written or pulled in by a developer
inherits that developer’s access: CI/CD, cloud
credentials, and a path to production.
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= HOW TO DEFEND

Verify packages before install: check
the name and provenance, and enforce
lockfiles and an allowlist so a
hallucinated dependency cannot be
added silently.

Keep a human review gate on
Al-generated code, the same as any pull

request.

Vet and lock the assistant’s toolchain:
extensions, connectors, and MCP
servers, with least privilege.

Control context sources the assistant

may read.

Run software composition analysis and
secret scanning in CI so a poisoned
dependency or leaked key is caught

early.
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A supply-chain compromise through the

development toolchain is one of the most efficient

ways to reach a lot of targets at once.

Find out whether your Al dev toolchain can be poisoned.
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