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What is an adversarial suffix?
An adversarial suffix is a string, frequently unreadable, that is found by optimising against a model 
until appending it to a request reliably triggers compliance. It is produced with gradient-based search 
such as GCG on open-weight models, and the resulting suffixes often transfer to other models the 
attacker cannot see inside. Because the trigger is a computed artifact rather than natural language, 
it defeats filters that look for human-readable intent. Defences include perplexity checks, input 
normalisation, and adversarial training, none of which fully close it.

H O W  I T  W O R K S

01 How to defend against adversarial suffixes
Layer several checks. Perplexity or gibberish 

filters flag the unnatural strings; input 

normalisation and paraphrasing can break 

the exact token sequence; adversarial training 

hardens the model against known suffixes. None 

is complete on its own, so combine them with 

output filtering and constrained tool use, and 

re-test as new optimisation methods appear.
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Test whether your AI guardrails survive real attacks.
securelayer7.net/learn/ai-security/adversarial-suffix
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