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What is a Domain Controller?

A Domain Controller (DC) is a Windows server running Active Directory Domain Services. It stores
the directory database (NTDS.dit), authenticates every logon using Kerberos and NTLM, and enforces
security policy across the domain. Because it holds the password hash of every account, including
Domain Admins and KRBTGT, compromising a Domain Controller is equivalent to compromising the
entire domain, which is why DCs are the top-priority Tier 0 asset to protect.
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NIST SP 800-115 Technical Guide to
Security Testing

Test your Active Directory before an attacker does.
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