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1. EXECUTIVE SUMMARY

1.1 INTRODUCTION

The report presents the results of the Black-box vulnerability assessment and penetration testing conducted by
Securelayer? for CLIENT.

The team from Securelayer? carried out the vulnerability assessment and penetration testing within a controlled
environment and within timings as specified by CLIENT. The vulnerability assessment and penetration testing was
conducted from Securelayer7 Office. The assessment started on Start: 9" DEC, 2015 and ended on 19" DEC, 2015.

The team simulated and went through all the detailed documentation & live scenario from the point of view of an
external attacker. The purpose of this assessment was to (i) Test the web application to identify technical
vulnerabilities and discover whether a malicious user may leverage these flaws to compromise the security of CLIENT
(ii) Provide recommendations for risk mitigation that may arise on successful exploitation of these vulnerabilities.
The subsequent sections of this document provide statistics of the threat surface & vulnerabilities identified. The
detailed technical findings section constitutes identified vulnerabilities with recommendations to mitigate security
risks associated with the web applications.

Our security test results & findings provided in this report are valid for the period during which the assessment was
carried out and is based on the information provided for the assessment. Projection of any conclusions based on our
findings for future periods and web applications versions is subject to the risk that the validity of such conclusions
may be altered because of changes made to the web applications or system. Furthermore, the findings in this report
reflect the conditions found during the assessment, and do not necessarily reflect current conditions.

1.2 LIMITATIONS

The test was conducted with zero knowledge of application with valid test credentials given by CLIENT and from an
external perspective. A time based approach was followed where the application was tested for vulnerabilities within
a fixed time frame.

1.3 Scope

Securelayer?7 performed an application security test on the designated Domain under the scope covering:

S.  URL/IP Addresses
[\ [o)

1 https://CLIENT.corp.com/CLIENT/Default.aspx

https://www.AAAA.com/bbbbonline/LoginINetCLIENT.aspx?VectorldRI=59cde347d7854183b986df1c1985ac83&
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1.4 VULNERABILITY ASSESSMENT AND PENETRATION TESTING METHODOLOGY

Global standards and frameworks define the most efficient and effective methods to perform security assessments.
They also differentiate and suggest assessment methodologies and processes based on the business requirements
and the system architecture. Our security assessment methodology and process uses the following reliable open
standards and frameworks:

1. Open Web Application Security Project (OWASP)
2.  Web Application Security Consortium (WASC)

Below we have provided the chronicle for CLIENT Bank website security assessment methodology. During the time
of assessment, the testing team will consider all latest vulnerabilities and security threats that were disclosed in the
past 12 months & also look for any possible zero day disclosure(s).

The Securelayer7 Vulnerability Assessments and Penetration tests (VAPTs) are scaled to meet the needs of your
business. For a sophisticated website, you can choose the comprehensive, all components VAPT. However, below is

the general overview of our methodology approach as follows:
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1.5 RisKk CATEGORIES

The vulnerabilities have been classified into 3 categories based on the impact and ease of exploitation

Vulnerability Rating

Medium

Level of Severity

Impact: Vulnerability noted on the affected IT asset can be exploited to
obtain remote privileged or unprivileged access, and cause severe impact
to system operations.

Ease of Exploit: Exploit techniques are well known. The techniques can be
easily obtained and executed by unskilled attackers. The circumstances
under which the attack may occur are very common.

Impact: Vulnerability noted on the affected IT asset can be exploited to
obtain limited user privileges or network level access.

Ease of Exploit: Exploit techniques are fairly well known. Techniques can
be easily obtained and executed by persons with general computer
security knowledge. The circumstances under which the attack may be
successful are common.

Impact: Vulnerability noted on the affected IT asset provides little or no
chance for exploitation.

Ease of Exploit: Exploit techniques are not widely known. Techniques are
difficult to obtain and execute, and requires detailed computer security
knowledge and experience. The circumstances under which the attack
may be successful are rare.
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1.6 SuMMARY OF FINDINGS

The below table shows number of risk rating findings:

High, 2

M High
Medium

N Low

Medium, 2

Finding Risk Rating FNE——
inding

Arbitrary file upload vulnerability in CLIENT-EXT -ID-01

account registration form

Cross site scripting(xss) attack in twitter CLIENT-EXT -1D-02
share link

Improper session management in online Medium CLIENT-EXT -1D-03
banking

Customer Id bypass from bnline banking Medium CLIENT-EXT -ID-04

Information discloser in account creation CLIENT-EXT -ID-05
form

Information discloser in resume upload CLIENT-EXT -ID-06
form

Missing anti-clickjacking X-Frame-Option CLIENT-EXT-ID-07
in header

ASPX and server information getting CLIENT-EXT-ID-08
disclosed on all pages
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1.7 SUMMARY OF RECOMMENDATIONS
The recommendations to close these vulnerabilities are:

Cross-site scripting vulnerability has been observed it is highly recommended to follow secure coding practices
by implementing respective parsers according to the type of request input and validating services used.
Arbitrary file upload vulnerability found it is strongly recommended to mitigate this vulnerability and detailed
recommendation given in "Detailed Findings and Proof of Finding" section.

The recommended debug option should be by default disabled in configuration file.

Since there is no proper validation for html striping function while passing any argument by the user, therefore,
filtering mechanism and various other encoding techniques are recommended to be used for proper validation
of the function.

To implement clickjacking protection, you need to add the X-Frame-Options HTTP Response header to any page
that you want to protect from being clickjacked via framebusting.

1.8 BENCHMARKING WITH OWASP TOP 10

Our application security tests are modeled along the methodologies specified by the Open Web Applications Security
Project (OWASP). OWASP has rated the Top Ten Vulnerabilities found in web applications worldwide.

The below chart depicts the number of discovered vulnerabilities mapped to OWASP TOP 10 vulnerabilities:

No. of Vulnerabilities

OWASP TOP 10 Categories
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2. DETAILED FINDINGS AND PROOF OF FINDINGS

2.1  ARBITRARY FILE UPLOAD VULNERABILITY IN ACCOUNT REGISTRATION FORM

Finding ID Description

CLIENT-EXT-ID-01 During the test we found that the image upload in account registration form is vulnerable
to Arbitrary file upload vulnerability.

Accountinfo.aspx contains functionality to handle image upload. A remote attacker could
use this functionality to upload malicious executable files on the system.

CVSS Score Risk Rating

Affected Resource

https://www.website.com/userimage/poc@securelayer7.net.aspx

Impact/Consequence

An attacker can exploit this vulnerability to upload arbitrary code and execute it in the context of the web server
process. This may facilitate unauthorized access or other attacks are also possible.

Recommendation

And some special recommendations for the developers and webmasters:

Never accept a filename and its extension directly without having a white-list filter.

It is necessary to have a list of only permitted extensions on the web application. And, file extension can be
selected from the list. For instance, it can be a “select case” syntax (in case of having VBScript) to choose the
file extension in regard to the real file extension.

All the control characters and Unicode ones should be removed from the filenames and their extensions
without any exception. Also, the special characters such as “;”, “:”, “>”, “<”, “/” ,”\”, additional “.”, “*”, “%",
“$”, and so on should be discarded as well. If it is applicable and there is no need to have Unicode characters,
it is highly recommended to only accept Alpha-Numeric characters and only 1 dot as an input for the file
name and the extension; in which the file name and also the extension should not be empty at all (regular

expression: [a-zA-Z0-9]{1,200}\.[a-zA-Z0-9]{1,10}).
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Tool used References

https://www.owasp.org/index.php/Unrestricted

B Suit
urp sutte _File_Upload

Proof of Vulnerability

To reproduce Arbitrary File Upload Vulnerability in the CLIENT bank application, please find the video where we
have explained the detailed procedure of reproducing Arbitrary File Upload Vulnerability. In the given figure 1.0

equ

_j Raw] Params ] Headers ] Hex ] ViewState ]

533BL22€03C
form-daca; nams="ddvCountry"*

533B122€03Z
orm-daca; name="txtPrimaryPhons"

5338122603z
form-data; name="txtSecondaryPhone”

§33B122603C
form-daca; name="ddvlacionalicy"

§33B12Z€03Z
Content-Disposition: form-daca, name="photoFfFile®; Jfilename="shell. aspx"
Content-Type: image/Jjpeg

A== ASPX Shell ~~%>»

t0@ Page Language="Cg" EnableViewState="false" %>
38 Iuwport Namespace="System. Web Ul WebControls"” &>
38 Tmport Namespace="System.Diagnostics® >

V@ Import Namespace="System. IC" §»

L]
string outstr = “";

// get pwd

string dir = Page. MapPath(".") + "/";

1f (Recquest.QueryString(”fdir"] != null)
dir = Request.QueryString["£dir"] + “/";

dir = dir.Replace("' ", /"),

Figure 1.0 — Arbitrary File upload

Confidential Sample Application Security Assessment Report




SecureLayer7

Time and Again, Securing

ASPX Shell by LT

|| Execute

Volume 1in drive U 15 SySCem
Volume Serial Number is D423-8106

Directory of C:%

p1/08/2013 01:56
03/24/2005 05:57
10/09/2011 02:38
03/19/2014 08:28
01/19/2012 02:08
01/19/2012 02:25
12/10/2015 09:06
10/09/2011 02:10
07/14/2009 06:20
L0/09/2011 02:19
11/01/2015 03:54
11/01/2015 03:54
12/08/2013 08:41
P1/06/2013 02:57
10/09/2011 02:28
01/08/2013 01:31
L0/09/2011 02:59

6,265 cert.pfx
20,480 cliconfg.exe
<DIR> DeploymentRepository
60,104 GDIPFONICACHEV1.DAT
<DIR> inetpub
<DIR> jakarta-tomeat-5.5.9
<DIR> Enet
<DIR> OEM
<DIR> Perflogs
<DIR> PostInstall
<DIR> Program Files
<DIR> Program Files (x86)
SEVERHLIO4.txt
<DIR> asl
<DIR> Sun
<DIR> Thawte
<DIR> tmp
(l/18/2012 02:02 <DIR> Usersa
§1/25/2015 10:12 <DIR> Windows
4 File(s) 88,485 bytes
15 Dir(s) 68,818,857,984 bytes free

EEPEEEEEEEEEEEEEERS

Figure — Server Compromised
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2.2 Cross SITE SCRIPTING (XSS) ATTACK IN TWITTER SHARE LINK

Finding ID Description

During the test we found that the many pages via share link field are vulnerable to XSS.
CLIENT-EXT-ID-02 Cross-site scripting is a very common injection type web application vulnerability. By
exploiting an XSS vulnerability, a malicious hacker can inject malicious client-side script in
a website which is executed by the victims. Typically, cross-site scripting attacks are used
to bypass access controls and to impersonate users.

CVSS Score Risk Rating

Affected Resource

https://CLIENT.website.com/Accountinfo.aspx?id=1?%27%20onmouseover=alert%281%29;%20%27

Impact/Consequence

By exploiting a Cross-site scripting vulnerability the attacker can hijack a logged in user’s session.

This means that the malicious hacker can change the logged in user’s password and invalidate the session of the
victim while the hacker maintains access. As seen from the XSS example in this article, if a web application is
vulnerable to cross-site scripting and the administrator’s session is hijacked, the malicious hacker exploiting the
vulnerability will have full admin privileges on that web application.

Recommendation

The simplest and the easiest form of XSS protection would be to pass all external data through a filter which will
remove dangerous keywords, such as the infamous <SCRIPT> tag, JavaScript commands, CSS styles and other
dangerous HTML markup (such as those that contain event handlers.)

When performing Escaping you are effectively telling the browser that the data you are sending should be treated
as data and should not be interpreted in any other way. If an attacker manages to put a script on your page, the
victim will not be affected because the browser will not execute the script if it is properly escaped.

Escaping has been used to construct this article. | have managed to bring many scripts into your browser, but
none of these scripts has executed! The technique used to do that is called, escaping, or as the W3C calls it
“Character Escaping”.

In HTML you can escape dangerous characters by using the &# sequence followed by its character code.
An escaped < character looks like this: &#60. The > character is escaped like this: &#62.

Tool used References
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Burp Suite http://code.tutsplus.com/tutorials/preventing-xss-in-
aspnet--cms-21801

Proof of Vulnerability

In the below image attacker can execute malicious code from URL address bar. It can be show below figure 2.0

&id=" onmouseover=alert(2)//

Figure 2.0 — Cross Site Scripting in twitter share link
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2.3  INFORMATION DISCLOSER IN ACCOUNT CREATION FORM

Finding ID Description

CLIENT-EXT-ID-05 Sensitive information is viewed in plain text in account.aspx file. The sensitive
information should not be show in any page.

CVSS Score Risk Rating

Affected Resource

https://www.corp.com/CLIENT/Account.aspx

Impact/Consequence

It's bad from information leak point of view, So if attackers find a code that takes too long to execute this attack
may turn into a denial of service.

Recommendation

Try to apply better methods and technique for sanitisation, filters and handling errors. A better solution is to turn
off this validation, use validation only where needed. In earlier versions of ASP.NET, adding
validateRequest="false” to the page directive in Webforms would turn the validation off for a page.

Tool used References

http://code.tutsplus.com/tutorials/preventing-xss-in-

B .
urp Suite aspnet--cms-21801

Proof of Vulnerability

In the below image attacker is trying to feed malicious code and server discloses the arbitrary information, it’s
shown in below the figure 5.0
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€ a8 niy
Server Error Application.

A potentially dangerous Request.Form value was detected from the client (captcha="<svg onload=prompt(...").

 This vl may indicsle a0 sitempt to compromiss he sscurty of yout spplcaton. such 35 2 cress-sie serpling sitsck. You oan dissbie e

Exception Details: System Wab. HipRequestvsiidationException: A potentially dangerous Request.Form valus was detected from the client (captohs prampt...’).
Source Error:
The =ocurce code that generated this unhandled exception can only be shown when compiled in debug mode. To enable this, please £ollow one of the below steps, then request the URL:

1. Rdd 2 "Debug=trus” direcvive at the top of the file that generated the error. Exangple:

<BE Page language="C$" Debug="true” &> I

ox:

2) Rdd the following =ection to the i ion file of your

jtconfigquration>
<=y=tem webr
<compilaticn debug="true"/>
</=y=vem. web>
/conEigurabions

Notve that thi= second technigue will cause all files within a given application to be compiled in debug mode. The first technique will cause only that particular file to be compiled in debug mod:

: Bunning applications in debug mode does incur a memory/performance overhead. You should make sure that an application has debugging dissbled before deploying into production scemazio.

Stack Trace:

[HttpRequestvalidationException (OxGOD04005): A potentially dangerous Request.Form value was detected from the client (captcha="<svg onload=prompt(...
System. web, HTtpRequest.validatestring(string =, String valusname, string collsctionname) +11168957
System. web. HEtpRequest. validateNamevalueCol lect ion (NamevaluecoTlection nve, string collectionName) +71
System. web, HttpRequest. get_Form() +175
System. web, HttpRequest. get_HasForm() 11188223
System. Web. UL Page. GetCollect 1) 12
System. Web. UL Pags. DetarminePosthackioda ) +83
System. ieb, UL Page. ProcessRequestiain (Boolean includeStagesbeforeisyncPoint, Boolean includeStages AftarisyncPoint) +11155303
System. Web, UL Page. Processhequest(oolean includestagesgeforeasyncpeint, Boclean includestagesAfterasyncPoint) +11154542
System. web, UL Page. Processhequest) +91
System, Wieb. UL Page. ProcessRequest (HttpContext context) +240
ASP.acoount_aspx. ProcessRecuest (HEEpContext context) +52
System. web, CallHandlerE xecutionStep. System. vieb. Httpapplication. Executionstep. Execute() o
SysTem. web, HTTpAppTication. Exacurestep (IExacutionsTep step, 50sleans cmp1etaﬂsynchrmms1,) sam

Version Information: Microsoft NET Framework Version:2.0.50727.5485; ASF.NET Version:2.0.50727 8431 I

Figure 5.1 Debugging mode enable in Account.aspx
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2.4 ASPX AND SERVER INFORMATION GETTING DISCLOSED ON ALL PAGES

Finding ID Description

Sensitive information is viewed in response code in online banking page. During the test,

CLIENT-EXT-ID-08 we found that in online banking page was vulnerable to information disclosure.

CVSS Score Risk Rating

Affected Resource

https://www.corp.com/corponline/GenericErrorINetCLIENT.aspx

Impact/Consequence

Attacker can use this data in further phases of penetration testing.

Recommendation

Use custom header for the server responses which should not contain any sensitive information about server.

Tool used References

http://code.tutsplus.com/tutorials/preventing-

Burp Suite .
P Xss-in-aspnet--cms-21801

Proof of Vulnerability

In the below figure we can see the response code disclose the server information as well as version of server being
used. The headers provided by the servers should not include any server information.
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Follow redirection

J Raw T Params T Headers | Hex

Target: https:/iwww.. -~ ..com

Response

_[ Raw T Headers | Hex | HTML T Render ]

GET

HTTP/1.1
Host:
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:43.0)
Gecko/Z0100101 Firefox/43.0
Accept:
text/htnl,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.
8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
DNT: 1
Cookie: ASP.NET_Sessionld=es3Sn3yyjpzlwduhyiugelrk;
.ASPXAUTH=5C4055BE3ABFD45F160794566BED748858CES8CL00EFSCT73ED7S
14ASDBEB79107E14ASC707161BCEBFE8S03F 7973 E3DEBEO30ES77D0OSDD3DEZ3
0EBCCYCOA3D1S52552D827C8B7EL771DDFCOS05F1EBEC4CD299A004146AF564
37C7DF7713BE0FO3CDEESEO3EECCD4B043D2340B1AAB487651567DD8
Connection: keep-alive

HTTP/1.1 302 Found

Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Location: htt

KX-AspNet-Version: 4.U.

X-Powered-By: ASP.NET

Date: Mon, 21 Dec 2015 11:38:50 GMT
Content-Length: 1&8

<html><head><title>0Object moved</title></head><body>
<hZ>0bject moved to <a
href="https://
re</a>.</hl>
</body></html>

Figure 8.0 — Information disclose in online banking form
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3. GENERAL COMMENTS AND SECURITY ADVICE

3.1 IMPLEMENT CENTRALIZED FILTERING METHOD POTENTIAL

Another recommendation is to use a centralized filtering method for all values that can be tampered with by
adversaries and actors other than the potentially affected user. This holds for the user-name, the conversation
name as well as values being sent by a potentially rogue communication server instance. The instances might
be tampered with by motivated attackers. Therefore, a centralized filter tool which would continuously ensure
proper output filtering for any incoming byte-string is urged, as it would assist in keeping Application and any
upcoming versions of the tool as safe and secure as possible.

3.2 SouRrce CobeE AuDIT

Source Code Audit Review is a process to identify source code errors and find the un-sanitized portions in the
source code of the application which can be a threat for the application security over the web, and can
compromise the security of the application.

Our innovative methodology to audit source code for an application provides a comprehensive framework to
identify the flaws and security issues inside the working source code of the application. In our source code audit
methodology we don't rely only upon the automated tools for the source code audits. We do automate as well
as manual source code review to cover all the problematic areas of the source code. "We at SecurelLayer7 ensure
the thorough auditing and reviewing of the source code of the application according to the defined standard".
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4. CONCLUSION & ROADMAP

It is a well-known fact that no organization can claim 100% security due to ever changing threat and vulnerability
scenarios. New vulnerabilities surface on a daily basis and both seasoned and casual hackers can exploit these
vulnerabilities to cause serious harm to the organization. We conclude the Client’s target system security posture as
below:

Overall Security
Posture
During our analysis the applications were
found to be High at risk to external attacks due
to the lack of applicable security best
practices.

IP Address/URL Comments

https://sub.corp.com/path/
Default.aspx

During our analysis the applications were

https://www.corp.com/corpo found to be Medium at risk to external attacks

nline/LoginINetCLIENT.aspx . .
2VectorIdRI=59cde347d78541 due Fo the lack of applicable security best
83b986df1lcl985ac83& practices.

The vulnerabilities identified when exploited by an adversary may cause:
e Disclosure of confidential information
e  Reputational damage
e  Service disruption

We recommend that CLIENT create a detailed plan for closure of the gaps found during this penetration test as soon
as possible. The closure plan should address the highly severe vulnerabilities followed by the medium and low level
vulnerabilities. The closure plan should be tested before making any changes to the production environment. Some
of the recommendations for the closure plan are:
o Harden and update all the servers

Test the critical devices on a periodic basis either quarterly or half yearly

Tighten the application security

Enforce corporate security policy on all assets and services

Develop and render an awareness programme to keep employees up to date on information security and

its implications

We also recommend that CLIENT adopt a programme based approach which ensures that all new vulnerabilities are
identified in a timely manner and closed before they are exploited by an attacker. Thus the security posture of
external facing systems can be maintained at a high level. This will assist in securing the information, IT infrastructure
and image of CLIENT.

We thank CLIENT for giving us this opportunity and we assure full assistance in securing information and IT
infrastructure in the long run.
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5.1 OPEN WEB APPLICATION SECURITY PROJECT FRAMEWORK (OWASP)

The Open Web Application Security Project (OWASP) is a worldwide not-for-profit charitable organization. The
OWASP Web Application Penetration Testing method is based on the black box approach. The tester knows nothing
or very little information about the application to be tested. The test is divided into 2 phases:

Passive mode: where the tester tries to understand the application's logic, and plays with the application.
Tools can be used for information gathering, for example, an HTTP proxy to observe all the HTTP requests
and responses. At the end of this phase, the tester should understand all the access points (gates) of the
application.
Active mode: In this phase, the tester begins to test using the following set of active tests in 9 sub-categories
for a total of 66 controls:
o Configuration Management Testing
Business Logic Testing
Authentication Testing
Session Management Testing
Authorization testing
Data Validation Testing
Denial of Service Testing
Web Services Testing
Ajax Testing

@)
@)
@)
@)
@)
@)
@)
@)

5.2  THE OPEN SOURCE SECURITY TESTING METHODOLOGY MIANUAL (OSSTMM)

Open Source Security Testing Methodology Manual (OSSTMM) was written by Pete Herzog, and is being distributed
by Institute for Security and Open Methodologies (ISECOM). It gives emphasis on getting business value. It gives
broad description of categories of testing, and it includes step-by-step process description and information on
penetration testing tools. OSSTM covers Competitive Intelligence Review, Internet Security (port scanning, firewalls,
etc.), Communication Security, Physical Security, Wireless Security, etc.

5.3  NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)

The United States National Institute of Standards and Technology (NIST) have released a document called as
Technical Guide to Information Security Testing and Assessment which addresses and covers network penetration
testing methodologies at a high level. This technical guideline has been prepared for use by federal agencies. It may
be used by nongovernmental organizations for the evaluation of their security posture.

5.4 CVE - COMMON VULNERABILITIES AND EXPOSURE

Common Vulnerabilities and Exposures is a dictionary of common names (i.e., CVE Identifiers) for publicly known
information security vulnerabilities. CVE’'s common identifiers make it easier to share data across separate network
security databases and tools, and provide a baseline for evaluating the coverage of an organization’s security tools.
CVE is now the industry standard for vulnerability and exposure names. The process of creating a CVE Identifier
begins with the discovery of a potential security vulnerability. The information is then assigned a CVE Identifier by a
CVE Numbering Authority (CNA) and posted on the CVE List on the CVE Web site by the CVE Editor.
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6. CONCLUSION

This analysis is based on the technologies and known threats as of the date of this report. SecureLayer7 recommends
that all recommendations suggested in this document be performed in order to ensure the overall security of the
systems and applications. Specifically, the following action should be taken:

Setting up input validation mechanism in server side

Password should be alpha-numeric character

Maintaining the secret question

Web application server hardening

Implement the session management

During the testing we found that there is no validation at server side

Use custom header for the server responses.
Send the proper X-Frame-Options HTTP response header.

Securelayer7 suggests CLIENT to implement the recommendations in this document with respect to affected
application. A review should be conducted post implementation of recommended counter measures to ensure that
the vulnerabilities are fixed or closed.
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END OF THE REPORT
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